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NONOMEHUE _._~~
06 obecneueHun 6esonacHocTn
aBTOMaTU3MPOBaHHOW MHPOPMALMOHHOK CUCTEMDI
MBOY A0 A00L «OpneHoK» r.HoBoanTaiicka

1. O6wme nonoxeHua

HacTosuwee MNonoxeHue onpeaenset Tpeboeanua no obecneyennio 6esonacHoCT
aBTOMaTM3UPOBaHHOM MHOOPMALMOHHOM cucTembl (danee - AUC) MBOY A0 A0OL, «OpneHok»
r.HosoanTaiicka (aanee — Onepatop). AUC npepcrasnaet coboit IT-cuctemy, NpeaHasHa4YeHHy0 ANA
aBTOMaTU3auMM npoueccos popmuposaHua, 06paboTkv n aHanusa MHGOPMaLMM NO OCHOBHBIM
HanpasneHuam pgeatenbHocTu Onepartopa.
OCHOBHbIMU GYHKLMOHANbHBIMKU BO3MOXKHOCTAMU AUC OnepaTopa ABAAIOTCA:
* GopmmupoBaHue, xpaHeHue n 0BHOBNEeHWe CBEAEHNUIA O CTPYKType yuebHbix noapasaeneruii OnepaTopa;
¢ hopmmupoBaHme, xpaHeHne U 06HOBNEHWE CBEA@HUI O NPeno/AaBaTeIbCKOM COCTase M COTPYAHWKaX
yuebHbIX noapasgenexnii Onepartopa;
* popmupoBaHue, XxpaHeHue n 06HoBNeHWe cBefieHnii 06 MHAMBUAYANbHBIX NAaHaX pabotbl
npenoAaBaTenbCKOro CoCTaBa;
 GOpMUpOBaHUE, XpaHeHUe U 0BHoBAEHMUe cBeaeHUit 06 y4ebHOM (yuebHO- NpOM3BOACTBEHHOM) NNaHe
Onepartopa;
« hopmupoBsaHue, xpaHeHne U o6HoBNeHUe cBefeHuit 06 yuebHON Harpy3ke NpenoAasaTenbekoro
COCTaBa; ‘
o popMMUpOBaHUe, XpaHeHHe n 0BHOBNEHWE CBEAEHNI O HaYYHOW M yueBHO-MEeTOANYECKOH NPOAYKUMH
(MeToanueck1e pekomeHaaumy, ydebHble nocobus, moHorpadgum, nybamkauum) npenoaasBaTenbekoro
COCTaBa;
* popmMUpoBaHUe, XpaHeHHe n oBHoBNeHWe cBeeHuit 06 0Bydalowmxca, NPOXoAALLMX 0ByyeHue y
Onepatopa;
* popmupoBaHUe, XxpaHeHre U 06HOBNEHWE CBEAEHUI O pesynbTaTax yuebHoro npouecca);
e aHanuTUuecKan 06paboTka MHOOPMaLMK O NpoBeaeHMM yueGHOro NpoLecca Kak 3a OTYETHLINA Neproa,
TaK W 0 TeKylei AeaTenbHOCTU yuebHbIX noapasaeneluin Onepartopa.

B kauecTse MHPOpMaLMK, noanexalei sawmre 8 AMC Oneparopa, paccmaTpUBaloTCA:
* NepCOHaNbHbIE JaHHbIe NPENoAABaTeNbCKOrO COCTaBa U COTPYAHMKOB yuebHbIX NoApasaenenui;
* NepcoHanbHble AaHHble 0BYYaIOWMXCA, NPOXOAALMX U NpoWweawnX obyyeHue;
* NepCOHaNbHbIE AaHHbIE aAMUHWUCTPATUBHO-XO3AMCTBEHHBIX NOAPA3AENEHUA.

MNpu obecneyeHnn 6e30NacHOCTH NEPCOHANbHBIX laHHbIX B MHPOPMALMOHHOI cucTeme OnepaTop
PYKOBOACTBYETCA CAeAYIOWMM:
 BbI6OP CPEACTB 3amnTbl MUHPOPMALIMM AN1A CUCTEMBI 3aLUMTLI NEPCOHANBHBLIX AAHHbIX;
e onpegeneHue TMna yrpo3 6e3onacHOCTH NEPCOHANbHLIX AAHHbIX, aKTYaNbHbIX ANA MHPOPMaLMOHHOK

CUCTEMDL.

YcraHosnernue u obecneyeHme ypoBHA 3alnIEHHOCTU NEPCOHANBHBIX AaHHbIX B
WHGOPMALMOHHOI CUCTEME NPOM3BOAUTCA OnepaTopom B COOTBETCTBUM C TpeGOBAHUAMM K 3awuTe
NepcoHanbHbIX AaHHbIX NpU Wx 06paboTke B UHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHBIX AAHHBIX,
YTBEPXAEHHBIX NOCTaHOB/EHUEeM MpasuTenbCTsa PP oT 1 Hoabpa 2012 r. N 1119.



OCHOBHbIMM TpPyMNMNamMu yrpos, Ha NPOTUBOCTOAHNE KOTOPbIM Hanpas/ieHbl Uenv 1 TpeboBaHunA

6e3onacHoCTH, ABNAIOTCA:

® Yrpo3bl, CBA3aHHbIE C OCYLLECTB/IEHMEM HECAHKLMOHUPOBAHHOIO A0CTyna (03HaKOM/IEHUSA) C

nHbopmMaumen, coaepKaLlein ceefeHNsa 0 NepCoHaNbHbIX AaHHbIX PabOTHUKOB M 0byyatowwmxca, npu ee

06paboTKe U XpaHeHUU;

® Yrpo3bl, CBA3aHHbIE C HECAHKLMOHNPOBAHHbIM KONUPOBAHWEM (XULLEHMEM) MHPOPMALUK, coaeprKaLlei

CBEeAEHUA O MEePCOHasIbHbIX AAaHHbIX PabOTHUKOB U 0OYYaIOLNXCS;

® yrpo3bl, CBA3AHHbIE C OCYLLLECTBIEHMEM A0CTYNA K MHPOPMALLMK, coaepKaLLen cBeaeHMA O

nepcoHasnbHbIX AaHHbIX PaboTHUKOB K 0byyatowmxca, 6e3 paspeLleHna Ha To ee Bnagenbla (cybbekTa

NnepCcoHanbHbIX AaHHbIX);

® Yrpo3bl, CBA3AHHbIE C HapyLIeHWEM NOPAAKA AOCTyNa K MHPopmMaLLMK, coaepKaLlei cBeaeHns o

nepcoHasibHbIX ZaHHbIX PabOTHUKOB U 0ByYaloWwMXca, NepesaBaeMoii 3aMHTEPECOBAHHbIM NLAM;

® yYrpo3bl, CBA3AHHbIE C NepexBaToMm MHOOPMALMK, COAEPKALLEN CBEAEHMA O NEPCOHANbHBIX AaHHbIX

pabOTHMKOB M 06yYatoLWMXCA, U3 KaHA0B Nepesavn AaHHbIX C UCNOAb30BaHMEM CNELMANU3UPOBAHHbIX

NPOrpamMmMHO-TEXHNUYECKUX CPEeCTB;

® yrpo3bl, CBA3AHHbIE C NoTepel (yTpaToi) nHPopmaLmm, coaepKalleli cBefAeHMA O NePCOHaNbHbIX

AaHHbIX paboTHMKOB M 0byvatowmxca, BcneacrTsme cboes (0TKa30B) NPOrPamMMHOrO U anmnapaTHoOro

obecnevyeHus;

® Yrpo3bl, CBA3AHHbIE C BHEAPEHMEM KOMMbIOTEPHbIX BUPYCOB M APYroro BpeAOoHOCHOIO NPOrpaMmmHOro

obecneveHus;

® Yrpo3bl, CBA3AHHbIE C OCYLLECTB/IEHUEM HECAHKLMOHNPOBAHHBIX MHOOPMALMOHHbIX BO34,ENCTBUIA

(HanpaBaeHHbIX Ha «OTKA3 B 06CNYXKUBAHUNY» AN1A CEPBUCOB, MOANDUKALMIO KOHPUTYPALMOHHBIX AAHHbIX

NpPOrpammHo-annapaTHbIX CPeacTB, Nog60p ayTeHTUOUKALNMOHHOM MHGOPMALUM U T.N.).
®yHKLMOHaNbHbIE TpeboBaHMA 6e30MacHOCTN OXBaTbIBAIOT:

® TpeboBaHMA K OCYLLECTBEHMIO ayaAnTa 6H€30MacHOCTH;

e TpeboBaHMsA K obecnevyeHnto NOAAMHHOCTM cybbekToB 06MeHa MHpopmauueir;

o TpeboBaHMA K KpUNTorpadryeckon NoanepKKe;

® TpeboBaHMA K 3aLLMTe UHPOPMALIUK, COAEPIKALLEN CBEAEHMNA O NEPCOHA/NbHBIX AaHHbIX PabOTHMKOB U

obyvaroumxcs;

o TpeboBaHMA K UAEHTUOUKALUKN U ayTEHTUDMKauMKM nonb3oBaTenein AUC;

o TpeboBaHMA K ynpaBneHnio 6e30nacHoCTbIo;

o TpeboBaHMA K 3alLMTE CUCTEMbI 6HE@30NAaCHOCTMH.

2. OcHOBHble PYyHKLMOHaA/bHble BO3MOXHOCTM AUC,
cBA3aHHble ¢ obecneyeHnem 6e3onacHoCcTU (3almTor MHbopMaLum)

2.1. 3awmTa gaHHbIX nonb3oBaTtena AUC foKHa ocywecTBAATb QYHKLMU U NOANTUKY M3BUpaTeNbHOTo
(aucKkpeumoHHoOro) ynpasneHma aoctynom. N3bupartenbHoe ynpasaeHue AOCTYNOM AONKHO
npeaocTaBAATb BO3MOXKHOCTb OrPaHNYMBATL M KOHTPOIMPOBATb AOCTYN K CUCTEME U K MHbOpMaLuK,
copepxKallen cBeeHNA O MEPCOHAbHbIX AaHHbIX. Kaxablii Nonb3oBaTenb, NbiTaloWwMicA Noay4nTb
poctyn K AUC, cHavana Ao/MKeH NPOXOAUTb NpoLueaypy naeHTMOUKaLUK 1 ayTEHTUPUKALMN, a 3aTem,
npu NonbITKaXx NOAy4YeHUA AOCTYNa K aKTMBaM, — aBTOPU3aLMIo, T.e. NPOBEPKY paspelleHnin Monb3osaTtena
Mo OTHOLUEHUIO K KaKoMy-1Mb0 3awmilaemomy aktmey. B AUC goctyn K nHdopmaLumm gonxeH 6biTb
paspeLleH TONbKO YNOJHOMOYEHHbIM Ha 3TO Monb3oBatenam. Mogesnb 3awmTbl AUC foXKHa BKAOYATb
KOMMOHEHTbI, KOTOPble Peann3yoT KOHTPO/b Cy6beKTOB A0CTyNa, AENCTBUI, NPeanpPUHUMAEMbIX
KOHKPETHOM CYLLHOCTBIO MO OTHOLLEHMIO K 06beKTy gocTyna. Kaxkablii 06bekT focTyna, NpeacTaBaeHHbI M
8 AUC, nonKeH BbITb 04HO3HAYHO ACCOLUMPOBAH C HABOPOM aTPUBYTOB 6€30MACHOCTM, ONPEeLENAIOLLNX
6e3onacHoOCTb 3awmuLaemoro o6bekTa. [aHHbl Habop aTpmubyToB AoMKEH GOPMUPOBATLCA NPU
CO34aHUN 06bEKTA U BNOCAEACTBUN MOXKET MEHATLCA. MI3MEeHEeHUe UX 3HaYEHUIN 40MKHO ObITb
obecneyeHo To/1bKO MNosb30BaTENAM, UMEIOLLMM CTaTyC BAafesblia 0ObeKTa, a TaKKe CybbeKkTam,
KOTOPbIM NpPeaocTaBeHbl COOTBETCTBYOLME NOAHOMOYMA. paBa AOCTYNa CYObEKTOB K 06BEKTY A,0MKHbI
onpeaenaTbCa NOCPeACTBOM CMUCKA ynpaBaeHUa foctynom. CnMCcoK ynpasaeHua 4OCTyNoM A0/KeH



BK/ItOYATb NepeyeHb N0/1b30BaTeIel, KOTOPbIM paspeLleH AOCTYN K 06beKTy, a TaKKe Habop AoNyCTUMBbIX
Haj, 06beKToOM AelCcTBUN.

2.2. Ayaut cobbiTuin 6esonacHocTn AUC gonkHa obecneunBaTb Habop cpeacTs ayauTa,
npeaHasHaYeHHbIX 419 MOHUTOPUHIA U OOHapYKEHUA HeXeNaTeNbHbIX YC/I0BUIA, KOTOPbIE MOTYT
BO3HMKHYTb, @ TaKKe cobbITUIA, KOTOPbIE MOTYT MPOU30NTU B cucTemMe. MOHUTOPUHT OTHOCALLMXCA K
6€e30MacHOCTM COObITUI A0XKEH NO3BOIATL OOHAPYKMBATL HApyLIMTEeNel 6e30MacHOCTH, a TaKKe
BbISIBAATbL MOMbITKM HECAHKLLMOHNPOBaAHHOIO AocTtyna K AUC nam focTtyna K 3awmuiaemon nHoopmaumu. B
YaCTHOCTW, onpeaensan NoAUTUKY ayauTa, yNoJIHOMOYEHHbIN agMUHUCTpaTop AUC AomKeH umeTb
BO3MOXHOCTb OCYLLECTBNATb ayAMT TONIbKO HEOHX0AMMbIX TUNOB COBLITUIA 6@30MaCHOCTM, TaKUX KaK
HeygauHble NONbITKM NoAKAtoYeHNs nonb3osaTtenelt K AUC. 3annck pesynbTaToB ayauTa cobbiTUi
6€30MacHOCTM 40/1XKHA OCYLLECTBAATLCA B *KYPHabl perncrpaumm cobbliTuii aygmuTa, 4OCTYN K KOTOPOMY
OOJIXKEH ObITb paspelleH TONbKO YNoJIHOMOYeHHOMY aaMuHucTpaTopy AUC. MNpocmoTp KypHaios
perucTpaunm cobbiTnii ayamTa A0NXKEH BbIMOJIHAETCA C MCNo/ib30BaHueM cpeacts AUC
(cneumannsnpoBaHHbIX MHCTPYMEHTA/IbHbIX cpeacTs). [laHHble cpeacTBa A0MKHbI NPeAoCTaBAATh
BO3MOXHOCTb MOHUTOPUHIA U PErUCTPALUM TONIbKO TEX COOLITUIA ayauTa, KOTOpbIe YA0BAETBOPAIOT
3a4aHHbIM KPUTEPMAM, YTO MNO3BOJIUT OFPaHNUYUTL 06bEM [AHHbIX, COBMpPAEMbIX O COBbITUAX
6e3onacHocTK.

2.3. MaeHTnduKauma n ayteHTnduKkauyma AUC ponkHa TpeboBaTtb, YTOObI BCe cybbeKTbl fOCTYNa
YHUKa/IbHO NAEeHTUPULMPOBANMCh U ayTeHTUdMLUMpPOBaAANCL Npu aoctyne K AUC c nomoulbto BBOAA
naeHTMPUKaTopa u napona. MaeHtudmukauma n ayteHTMOMKaLMA AO0NXKHbI OCYLLECTBAATLCA 4,0
BbINO/HEHWNS CyObEeKTOM A0CTyNna Kakux-nnbo gencrtenin. AUC gonKHa nogaepuBaTb ayTeEHTUDMKALMIO
MNonb3oBaTesieli BMeCTe C UX aBTopu3auuei. MNpeaycmatpmBaeTca, YTo aBTopm3sauusa Monb3osartenem
npeacTaBAseT HauaibHbIN YPOBEHb A5 Pa3peLleHMA A0CTYNa K 10KaibHbIM M ceTeBbIM pecypcam. AUC
O0NKHa obecneymBaTb XpaHeHWe naponeit B npeobpasosaHHom dopmaTe. AUC gonKHa NpenocTaBasTb
cpeacTBa ycuaeHns 6e30nacHOCTM NapoJsieit Yepes UCMoJib30BaHNE MEXAHM3MOB, NO3BOAIOLMNX
onpeaennTb MMHUMANbHYIO ANIMHY, Bpemsa AeicTBMA (MMHUMMANbHOE M MaKCMMabHOe), 3a4aTb
TpeboBaHWe YHUKANbHOCTM (HEMOBTOPAEMOCTH) U Bpema cMmeHbl napoaa. AUC gonxKHa npeaoctaBaaTb
MexaHu3M 6/I0KMPOBaAHUA YYETHOM 3anMcK NOAb30BaTeNsA NOC/ie onpeneeHHOro KoJIMYecTBa NonbITOK
BBOAA HEMNPaBMAbHOTO UMEHU U/ NapoiA Nob3oBaTeNA A0 ee Ppa3bIoKMPOBaHMA aAMUHUCTPATOPOM
AUC nnn no ncteyeHnm BpeMeHun AencTBmA, 3a4aHHOI0 A1A cHeTYMKA BNOKUPOBKN.

2.4. 3awmTa cuctembl 6esonacHocTn AUC gonxHa NpenocTaBAATb pAg BO3MOXKHOCTEN Ana obecneyeHuns
3aWMTbI cUCTeMbl 6e30MacHOCTU. M3onsaums NpoLeccoB 1 noaaepKaHna gomeHa 6e30nacHOCTM A0NKHbI4
obecneunBaTtb 6esonacHoe BbiNosHeHWe GyHKLMMA cucTembl 6esonacHocTM AUC. Bo3MoXKHOCTb
OCYLLLECTBAEHWNS NEPUOANYECKOrO TECTUPOBaHMA cpebl GYyHKLMOHUpPOBaHMA AUC (annapaTHOM YacTu) 1
cob6CcTBEHHO cammx GyHKUMI cuctembl besonacHocTn AUC gonxkHo obecneymBaTtb NogaeprkaHue
yBepeHHoCTN agmuHncTpaTtopa ANC B LENOCTHOCTM M KOPPEKTHOCTU GYHKLMOHMPOBAHNA GYHKLUMIA
cucTembl 6€30MacHOCTU.

3. OcHoBHble PYHKLMOHaNbHbIE BOSMOXKHOCTU MOBbIWeEHNS HageKHocTh AUC.

OcHoBHble GYHKLMOHaNbHblE BOSMOXHOCTU MOBbIWeHNA HagerkHocT AUC nonkHa obecneunsatb
HAAEKHYIO 3aLLMTY AAHHbIX OT HENpPeABUAEHHbIX CO0EB UM OTKAa30B CUCTeMbI, 0becneynBas creayrowme
BO3MOHOCTW MO MOBbILIEHUIO HAAEXKHOCTU.

3.1. PesepBHOe KonupoBaHWe AaHHbIX B AUC fOMKHbBI BXOAUTb CTaHA4APTHbIE CpeacTBa NpeaoTBpaLleHmn
noTepu AaHHbIX M X BOCCTaHOBNEHMA B C/ly4ae BO3MOXKHbIX cboeB. metowmecs cpeacTea pe3epBHOro
KOMMPOBAHMSA JONXKHbI NPeaocTaBnATb [onb3oBaTeENAM BO3SMOXKHOCTb BbIOOPA Pas/IMyHbIX CTpaTerui
pe3epBHOro KONMPOBaHMsA, obecnevymBaroLWMX HE0OX0AMMbIN YPOBEHb 3aLUUTbI AaHHbIX B C/y4Yae
BO3HMKHOBeHMA cboeB B paboTte cuctembl, Npu 3Tom MNonb3oBaTenam A0XKHA NPeLOCTaBAATLCA
BO3MOXHOCTb BbIMOJIHEHWA PE3EePBHON0 KONMPOBAHMA AAHHbIX HA HECbEMHbIE U CbeMHbIE YCTPOICTBA
XpaHeHuA.

3.2. BoccTaHoBeHMe cuctemMbl PYHKLIMOHAbHbIE BO3MOMKHOCTU BOCCTAHOB/IEHUA CUCTEMbBI A0/KHbI
no3BoasATb Bo3BpaLaTb AUC B cocTonHMe, NpeaLwecTsytouee cboto. Mpu sTom B AUC He fOMKHO
NPOUCXOANTb NoTepU (NMB0o NoTepU A0MKHbI 6bITb MUHMMA/bHbI) U UCKAXKEHWUS AAHHbIX.



3.3. CpeAacTBa agMUHUCTPUPOBAHUSA, YNpaBaeHNa U nogaep:Kku B coctaB AUC fonKHbl 6bITb
MHTErpnpoBaHbl rpaduryeckmne cpeactsa agMMHUCTPUPOBAHNA U/UAN YTUANTbI KOMaHAHOW CTPOKM,
obecneumnsatowme apdekTMBHOE NoNHOMACLITabHOE U rMbKoe ynpasaeHne (B TOM YMC/ie MOHUTOPUHT).

4. Cpepa 6esonacHoct ANC
4.1. Mogenwu yrpos, xapaktepHble ana AUC.
4.1.1. OcywecTBneHne HeCaHKLUMOHMPOBAHHOIO O3HAKOMJ/IEHUA C MepCOHA/IbHbIMU AAHHbIMU
pabOTHMKOB M 06yYatoLWMXCA. MCTOYHUKM Yrpo3bl — BHELWHWUIM 310yMblWAeHHMK. Cnocob (meTton)
peanunsaumm yrposbl — nepexsaTt MHGOPMaLMKN U3 KaHAI0B Nepesaym SaHHbIX C UCNO/b30BaHUEM
CNeunanm3mpoBaHHbIX NPOrPamMmMHO-TEXHUYECKMX CPeCTB. Micnonb3yemble yA3BUMOCTU — BOSMOMKHbIE
He0CTaTKM MexaHM3MOB 33l MTbl MHPOPMALLMK NPU ee Nepesaye No KaHanam nepesayum AaHHbIX,
CBA3aHHbIE C BO3MOXHOCTbIO HECAHKLLMOHMPOBAHHOIO O3HAKOM/IEHUMA C NepeaaBaemoi MHpopmaumei
TpeTbux AuL,. Buag nHdopmaumm, noTeHLManbHO NOABEPIKEHHOM YIPO3€e — MEPCOHA/IbHbIE AaHHble
paboTHMKOB M 0byyatowmxca. Hapywaemoe cBoicTBO 6€30MacHOCTY — KOHPUAEHUMANBHOCTD.
Bo3MoKHble NOCNeACTBUA peanmsalmm yrposbl — HAHECEHUA MOPabHOIO U/MAK maTepunanbHoro yuwepba
nvuy, durypupyrowemy B nepexsadyeHHon MHpopmaLmn. HaHeceHMe KOCBEHHOIO MaTepUabHOro
ywepba 06pas3oBaTelbHOMY YUPEKOEHUIO.
4.1.2. OcywecrtBneHme HeCaHKLMOHMPOBAHHOIO 03HAKOMNEHUA C NEePCOHANbHbIMU AAHHbIMU
paboTHUKOB M 0byvatoLmMxca U X moauduKaums (B Tom yncie nogmeHa). MCTOYHMKKU yrpo3bl — BHELLHUI
3/10yMbIWAEHHUK.5 Cnocob (meTos) peannsaumm yrposbl — nepexsaT MHGOPMALLMKN U3 KaHAIOB Nepesayn
AaHHbIX C UICNOJ/Ib30BaHNEM CMELMANM3NPOBAHHBIX MPOrPaMMHO-TEXHUYECKUX CPEACTB; MoanduKkaums (s
TOM YMC/e NOAMEHA) NepexBaveHHOM MHOPMaLMU U HaBA3bIBaHME NOXHON MHGOPMaL UK.
Ncnonb3ayemble yA3BUMOCTU — HEAOCTAaTKM MEXaHM3MOB 3aLWmMTbl MHGOPMALUKM NPU ee Nepegaye no
KaHanam nepesayvv AaHHbIX, CBA3aHHbIE C BOSMOXHOCTbH HECAHKLLMOHMPOBAHHOMO O3HAKOM/EHUA U
MmoauduKaumm (B Tom Ymcie nogmeHbl) nepeaasaemon MHGopmaumm. Bug nHpopmaumm, noTeHUManbHO
NnoABeP’KEHHON Yyrpo3e — NepcoHasbHble faHHble PAabOTHUKOB M 0bydatowmxca. Hapylwaemble cBOMCTBA
6e30nacHOCTN — KOHPUAEHUNANBHOCTb, LLENOCTHOCTb. BO3MOXKHbIE NOCNEACTBUA peannsaLmm yrposbl —
HaHeceHWa MOPaNbHOro U/MAN MaTepuanbHoro yuiepba auuy, durypupyloLemy B nepexsadeHHom
MHGOPMALLUM N3-33 HECAHKLMOHMPOBAHHOIO PAacKpbITUA KOHOUAEHLMANbHON MHPOPMaLMN UK
pacnpoCTpaHeHUA PAaCKPbITbIX AaHHbIX. HAaHeceHMe KOCBEHHOrO MaTepuanbHOro yuiepba
06pa3oBaTENbHOMY YUYPEKAEHUIO.
4.1.3. HapyweHue AOCTYMHOCTU, yTPaTa UAM UCKAXKEHWE NPeaoCTaBAAEMbIX MEePCOHaNbHbIX AaHHbIX
paboTHUKOB M 0byuatowmxca BcaeacTesmne cboes (0TKAa30B) NPOrPammHOro M annapaTtHoro obecneyeHus.
MNcTOYHUKM yrpo3bl — NporpaMmmMmHoe u annapaTtHoe obecneveHune. Cnocob (meToa) peanmsauum yrposbl —
cbom (0TKasbl) NporpamMmMHOro 1 annapaTHoro obecneyeHua. Mcnonbyemblie yA3BUMOCTU — HEAOCTATKU
MexXaHM3MoB obecneyeHns JOCTYNHOCTM TpebyemMon nHPopmMaLMn, CBA3AHHbIE C BO3MOMKHOCTbIO
6/10KMpOBaHMA NPefocTaBNeHNs MHPOPMALLMKM HA HegonycTUMoe Bpems. Bug nHpopmaumm,
NoTeHLMaNbHO NOABEPKEHHOM Yrpo3e — NepcoHanbHble AaHHble PAabOTHUKOB N 0ByYaemblX.
Hapywaemoe cBoicTBO 6€30MacHOCTM — AOCTYNHOCTb, 4OCTOBEPHOCTb. BO3MOXKHbIE NoCaeacTBMA
peanunsaLmm yrposbl — HapyLLIEHME CO CTOPOHbI 06PA30BaATENIbHOMO YUYpeXKAEHUA B3ATbIX Ha cebs
ob6na3atenbcTB N0 06paboTKe NepcoHanbHbIX AaHHbIX PAOOTHMKOB M 0OYYatOLWMXCA U MOMKET NPUBECTU K
NPAMOMY WM KOCBEHHOMY MaTepuasbHOMY yLLepby 0bpa3oBaTe/IbHOMY YUYpPEKAEHMUIO.
4.1.4. HapyweHue cornacoBaHHOCTM AaHHbIX B MePCOHaNbHbIX AAaHHbIX PabOTHMKOB M 0byyYatowmxca
BCAeAcTBME cboeB (OTKA30B) NPOrPaMMHOro M annapaTHOro obecneyeHus, a TakxKe oWwMOOK nepcoHana
06pa3oBaTeNibHOro yupexaeHua. UCTOYHMKKM yrpo3bl — MPOrpaMMHOE U annapaTHoe obecneyeHune,
nepcoHan obpasoBaTenbHOro yupexaeHma. Cnocob (metoa) peanmsaumm yrposbl — cboun (0TKasbl)
nporpammuHoro obecneyeHma 1 owmbKM NepcoHana 06pa3oBaTENbHONO yupexaeHus. Mcnonb3yemole
YA3BMMOCTM — HE4,0CTAaTKM MEXaHM3MOB 0becrneyeHnn cornacoBaHHOCTM gaHHbIx B B ANC, cBA3aHHbIe ¢
BO3MOXHOCTbIO HapyLIEeHMA COrIacoOBaHHOCTU. Bua nHdpopmaumm, noTeHUNaNbHO NOABEPKEHHOW yrpo3e
— NnepcoHasibHble AaHHble PabOTHMKOB M 0byyatowmxcs. Hapywaemble cBoicTBa 6€30MacHOCTN aKTUBOB —
[0CTOBEPHOCTb, LLe/IOCTHOCTb. BO3MOKHbIe Noc/ieacTBMA peav3anmm yrpo3bl — paccornacoBaHue B
nepcoHasibHbIX AaHHbIX PabOTHMKOB 1 0bydyaemblix, xpaHumsbix B 6, AUC, 4To, B CBOIO ovepeab, NpmuBeaeT
K BO3MOXHOMY HaHeceHWs mopasnbHOro u/mav matepmanbHoro yuepba obpasosatenbHomy
yupexaeHuio.



4.1.5. OcywecTBneHne A0CTyna (03HAaKOM/IEHUS) C NMEPCOHANbHBIMU JaHHbIMM 0by4YatoLLerocs,
XpaHUMbIMK 1 obpabaTbiBaembimun B AUC, 6e3 cornacua cybbeKkTa nepcoHanbHbIX AaHHbIX MM OKOHYaHMA
CPOKa AeNCTBMA TaKoro cornacma. ICTOYHWKM yrpo3bl — yNOJHOMOYEHHbIe Ha A0CTYN K NepCOoHaIbHbIM
AaHHbIM BHYTPEHHWE W BHELWHME noJsib3oBaTenn. Cnocob (meTos) peannsaumnm yrposbl — OCYLLECTBIEHUE
A0CTyNa K NePCOHaNbHbIM AAaHHbIM 0BY4YatOLLMXCA C UCNOIb30BaHMEM LUTATHLIX CPEeACTB,
npeaocTaBAseMbIX NPOrpamMmHO- annapaTtHbim obecneveHnem ANC. Ncnonbayemble yasBUMOCTU —
HeA0CTaTKM MeXaHM3MOB 3aLMTbl NEPCOHA/IbHbIX AAaHHbIX 0byYatoLLerocs, CBA3aHHbIE C BO3MOXHOCTbIO
[0CTyNna K HAM 6e3 NMCbMEHHOro Corlacusa cybbekTa NepCcoHaNbHbIX AaHHbIX NN MOCAE OKOHYAHUA
CpoOKa ero aenctena. Bug nudopmaymm, noteHUManbHO NoABEPKEHHOM Yyrpo3e — NepcoHasibHble AaHHbIe
obyyatowmxcs. Hapywaemble cBoicTBa 6€30MacHOCTU — KOHPUAEHUNANBHOCTb. BO3MOXKHbIE NOCNeACTBUA
peanunsaumm yrposbl — HECaHKLMOHMPOBAHHOE O3HAKOMJIEHME C MEePCOHa/IbHbIMU AaHHbIMU BeAeT K
HaHeCceHWo MOPaabHOro U/UAKM maTepranbHoro yuwepba obydarowemycs 13-3a HeCaHKLMOHMPOBAHHOIO
PacKpbITUA KOHPUAEHUMANbHOM MHbOPMALUN.

4.1.6. BHegpeHue B UHGOPMALLMOHHYIO CMCTEMY 06PA30BaTE/NIbHOMO YYPEXAEHNA BUPYCOB U APYFOro
BPEAO0HOCHOro NPOrpamMmMHOro obecneyeHms nNpy B3aMmMoLenCcTBMM C BHELLHMMM CUCTEMAMM, A TaKKe
nosib3oBaTeNAMM C HocuTenen MHGOPMaLUK, UCNO/b3yEMbIX Ha aBTOMATU3MPOBAHHbIX paboumnx mecTax.
MNCTOYHUKM yrpo3bl — BHYTPEHHME NO/b30BaTeNN M NEPCOHAN 06pa3oBaTe/IbHOIO YUpeXAeHUsA, BHELLHNE
cuctembl. Cnocob (meTon) peanmsaumm yrpossl — BHEAPEHMUE BUPYCOB U APYroro BPeAoHOCHOIo
nporpammHoro obecneyeHuma nNpm B3aMMoAeNCTBUM C BHELLHUMKU cucTemamu (paiinoBbliin obmeH,
3/1IEKTPOHHAA NOYTA M T.M.), @ TaKXKe NPU UCNO/Ib30BAaHMUM CbEMHbIX HOcUTenen MHGopMaLmm Ha
aBTOMAaTM3MPOBAHHbIX Ppaboumnx mecTtax. Micnonb3yemble yA3BUMOCTU — HEAOCTAaTKU MEXAHU3MOB 3aLLMTbI
MHPOPMALLMOHHOW cUCTEMbI 06PA30BaTENbHONO YUpPEXAEHUA OT BHEAPEHUA BUPYCOB U APYroro
BPEAOHOCHOrO NPOrpaMmHOro obecrneyeHms, CBA3aHHbIE C BOSMOXHOCTbIO BHEAPEHWUS BUPYCOB U
Apyroro BpefoHOCHOro nporpammHoro obecneveHua. Bug nHbopmaumm, NOTEHUNANBHO NOABEPKEHHOM
yrpose — nporpaMmHoe obecnedeHne MHPOPMALMOHHON CUCTEMbI 06Pa30BATE/IbHOIO YUPEKAEHMA.
Hapywaemoe cBoncTBo 6€30MacHOCTU aKTUBOB — LLe/IOCTHOCTb. BO3MOXKHbIEe NOCNeACTBUS peanmsaumm
YFPO3bl — HAPYLUEHNE PEKMMOB GYHKLMOHUPOBAHUA MHPOPMALMOHHOW CUCTEMbI 06Pa30BaTENIbHOrO
yypexaeHus, noteps (yTpaTta) n UCKaXKeHne MHGOPMALLUK, CHUMKEHME YPOBHA 3aLLMLLLEHHOCTH
MHGOPMALLMOHHOM cucTeMbl 06pa30BaTEIbHOIO yupeXaeHua. BeaeT K BO3MOXKHOMY MaTepunanbHOMY
ywepby obpazoBaTenbHOMY YUPEKAEHMIO.

4.1.7. OcywecTBneHne HECaHKUMOHNPOBAHHbIX MHGOPMALMOHHBIX BO3AeNCTBUI (MoandUKaums
KOHOUIYpPaLMOHHbIX AaHHbIX MPOrpamMmMHO-annapaTHbIX CPeAcTB, NoA60p ayTeHTUUKALMOHHOM
MHbOPMALLUK U T.MN.) HAa MHPOPMALIMOHHYIO cUCTEMY 0O6Pa30BATENBHOIO YUPEXAEHUA, OCYLLECTBAAEMbIX
M3 BHELIHMX cUCTeM. MICTOUYHMKM Yyrpo3bl — BHELUHME 3/10YMbILUNEHHWUKW, BHELIHME cucTemMbl. Cnocob
(meTon) peanmsaumm yrposbl — HECaHKLMOHMPOBAHHbIE MHGOPMALMOHHbIE BO34EUCTBUSA C
MCNONb30BaHMEM CNELUANN3NPOBAHHOIO NPOrPaMmMHO-annapaTHoro obecneyeHus.

Ncnonb3syemble yA3BUMOCTU — HEAOCTAaTKM MEXaHU3MOB 3aLMTbl UHGOPMALMOHHOM CUCTEMBI
06pa3oBaTENbHOIO YUPEKAEHUA OT HECAHKLMOHUPOBAHHbIX BHELLIHMX BO3AeNCTBUIA. Bua nHdopmaumm,
NoTeHLMabHO NOABEPKEHHOM Yrpo3e — NporpaMmHo-annapaTHoe obecnevyeHne MHGOPMALMOHHOWN
cuctembl 06pa3oBaTeNbHOro yuperkaeHua. Hapylwaemole cBoicTBa 6€30NacCHOCTM aKTUBOB —
KOHPUAEHUMANBbHOCTb, LLe/IOCTHOCTb. BO3MOKHbIE NOCNeACTBUA peanm3aumnm yrposbl — HapyLeHue
pexnmoB GYHKLMOHNPOBAHMA MHPOPMALMOHHOMN cucTeMbl 06pa3oBaTeIbHOrO yUYpPEXAEHMA, CHUKEHME
YPOBHSA 33WMLLEHHOCTU MHPOPMALLMOHHOM cUCTEMbI 06Pa30BaATENBHOIO yupexaeHUs. BeaeT K
BO3MOXXHOMY MaTepuanbHOMYy yepby 06pa3oBaTeIbHOMY YUpeEXAEHUIO.

4.2. MonntuKa n uenun 6esonacHoctn ana AUC AUC gonkHa obecneynTb cnegoBaHMe NpUBeAEHHbIM
HUKe npasBuiam 6e30nacHOCTM:

1. lonxkHa b6bITb 06ecneyeHa perncTpaumns 1 yuyeT noayvyeHmsa (BKIoUYan yKasaHMe Cpoka AencTeus)
cornacua obyyatoleroca Ha 06paboTKy NpesoCTaBAEHHbIX UM B 06pa3oBaTe/ibHOE yUperKAeHMEe CBOUX
NepCcoHasbHbIX AAHHbIX.

2. [JlonkHa b6bITb 06ecneyeHa BO3MOXKHOCTb HALEKHOIO XPaHEHMA NEePCOHAIbHbIX AAHHbIX PAaBOTHUKOB U
obyyatoLLmMXCs (B TeUEeHWe AeNCTBMA CPOKa TPYAOBOrO A0roBOPA U paspeLleHns Ha obpaboTky
NnepcoHasbHbIX ZaHHbIX COOTBETCTBEHHO).

3. fonkHa bbiTb 0b6ecnevyeHa BO3MOXKHOCTb HBesonacHoro BocctaHosneHnA AUC nocne cboes 1 0TKA308B
nporpamMmmHoro obecneyeHns n 06opy[0BaHUS.



4. JonxHa 6bITb 0becneyeHa 3awmTa MHPoOpPMaL MK, COCTaBAAIOLWEN NepCcoHaNbHble AaHHble PabOTHMKOB
M obyyvatomxcsa, npu ee o6paboTke, XpaHEHUM U Nepeaaye cneunannanpoBaHHbIMU CpeacTBaMu
3aWmThI.

5. lonkHO 6bITb 06ecneyYeHo HanYMe HagNexXalmx, 3aLUMLLEHHbIX OT HECAHKLIMOHUPOBAHHOTO
MCMNO/Ib30BaHWUA, MEXaHWU3MOB PEFUCTPALMM U NpeaynpexaeHns agMmuHuctpatopa AUC o nrobbix
cobbITUAX, OTHOCALMXCA K be3onacHoctu AUC.

6. lonKHO BbITb 06ecneYeHO Hannune HagneKalmnx U KOPPEKTHO GYHKLUMOHMPYIOLLNX CPeacTB
AAMUHUCTPUPOBAHNA 6e30MacHOCTU MHPOPMALIMOHHON cucTeMbl 0O6pa3oBaTENLHOIO YUYPEKAEHMS,
[OCTYMHbIX TO/ILKO YNO/JIHOMOYEHHbBIM agMUHUCTPaTOpPam.

7. NonxHbl BbITb NpeaocTaBNeHbl MeXaHM3Mbl ayTeEHTUdMKALMK, obecneynBatowme aAEKBATHYIO 3aLWUUTY
OT NPAMOF0 AW YMbILIIEHHOTO HapyLeHMA 6€30NacHOCTM HapyLWUTENAMM C HU3KMM NOTEHLMAIOM
HanageHus.

8. lonKHbl HBbITb 06ecneveHbl MEXaHU3MbI FEHEpaLUM, HaANeXKaLLEero 1 3aLMLEHHOIO pacnpeseneHums,
YHUUYTOXKEHMA KAo4YeBON MHPOPMaLLMK, A TaKKe MexaHn3mbl WndpoBaHmA, n GOPMUPOBAHNA
3N1EeKTPOHHOM UndppoBon nognucun. JaHHble MexaHU3Mbl A0NKHbI PYHKLMOHMPOBATb B COOTBETCTBUM C
cepTUPUUMPOBAHHBIMK ANTOPUTMAMMU.

4.3. MoAnTrKa u Lenn 6esonacHocTM 4na cpeabl PyHKUMOHUpPpOoBaHMA AUCS Cpeaa GyHKUMOHMPOBAHMS
AUC pgonxHa obecneynTb cnegoBaHME NPUBEAEHHbIM HUXKe NpaBuaam 6e3onacHoCcTH:

1. JlonxkHa 6bITb 06ecneyeHa MHKEHEPHO-TEXHUYECKAA YKPENAEHHOCTb 0OBbEKTOB pa3MeLLeHNs CUCTEMDI
06paboTKM, XpaHEHUA N Nepesayun MHPOPMaLLMK, coaep KaLLEel CBEAEHMA O NEPCOHANbHbIX AaHHbIX.

2. O6beKTbl pasmeLL,eHna cucteMbl 06paboTKK, xpaHeHUA U Nepesaun MHGopMaLmm, coepiKaLlel
CBeAEHMA O NePCOHANbHbIX AaHHbIX, AOKHbI 6bITb 060PYA0BaHbI CUCTEMOM OXPAHHOM CUTHANM3ALUN.
3. fonKHa 6bITb UCKNOYEHA BO3MOMXKHOCTb HECAaHKLMOHMPOBAHHOTO GMU3MYECKOro A0CTyNa K
NPOrpamMmmMHO-annapaTHbIM 3leMeHTaM cucTeMbl 06paboTKK, XpaHeHMA 1 Nepesayn nHbopmauuy,
copepKalen cBeAeHUA O MePCOHANbHbIX AAHHbIX, CO CTOPOHbI MOCTOPOHHUX UL,

4. Ha o6beKTax cuctembl 06paboTKK, XpaHEHUA U Nepesadm MHPOPMALLMK, CoaeprKaLLen CBeAEHNA O
nepcoHasbHbIX AaHHbIX, LOJIXKHO BbITb 06eCcneyeHo Hannume U Haga/exalllee UCNoib30BaHMe CPEACTB
QHTUBMPYCHOW 3aLWMTbI, CEPTUPULMPOBAHHBIX NO TpeboBaHMAM H6e3onacHocTU. [onKHO bbITb
obecneyeHo perynspHoe 06HOBNEHME aHTUBUPYCHbIX 6a3.

5. O6beKTbl cucTEMbI 06PabOTKN, XpaHEHUS M Nepeaavn MHGopMaL MK, cogepKallen ceeaeHns o
NepCcoHasbHbIX AAHHbIX, LOJXKHO ObITb NOAKNOYEHDI K BHELHUM BbIYMCAUTENBHBIM CETAM 0OLLErO
No/sb30BaHUA C UCMOJIb30BAHUEM HaA/1EKALLNX CPEACTB MEXCETEBOIO 9KPAaHNPOBAHUA,
cepTndPnUMpoBaHHbIX No TpeboBaHUAM Be3onacHOCTU.

6. Ha o6beKkTax cuctembl 06paboTKM, XpaHEHNA 1 Nepegayun MHGOpPMaLMK, coaepKaLleli CBEAEHUA O
NnepCcoHasibHbIX AAaHHbIX, AOMKHO OblTb 06ECNeYeHO OTCYTCTBUE HELUTaTHbIX MPOrPaMMHbIX CPeacCTB, He
MMEIOLLMX OTHOLLEHKE K NpoLeccy PYHKLMOHMPOBaHMA 06pa3oBaTe/IbHOrO yUYpexaeHu A,

7. [onHbl 6bITb 06ecneveHbl yCTaHOBKA, KOHOUIYPUPOBAHUE U YPaBAEHUE NPOrPaMMHO-
annapaTtHbiMu cpeacTBamm AUC B COOTBETCTBMN C PYKOBOACTBAMM U COMNACHO OLEeHEHHbIM
KoHdUrypaumsam.

8. MNepcoHan, OTBETCTBEHHbIN 332 aaMUHUCTPUpPoBaHMe ANC, gokeH bbiTb 61aroHageXKHbIM U
KOMMETEHTHbIM, N PYKOBOACTBOBATLCA B CBOEN AeATENIbHOCTM COOTBETCTBYHOLWEN AOKYMEHTALMEN.

9. YnonHomoueHHble Ha paboTy ¢ AUC onepaTopbl J0KHbI ObITb 61aroHaLeXHbIMUW, PYKOBOACTBOBATLCA
B CBOEel paboTe 3KcnAyaTalMOHHOM AOoKyMeHTaumeln Ha AUC, a MXx COBMeCTHble AeNACTBUA AOMKHbI ObITb
HanpaB/ieHbl UCKAOYUTENbHO Ha BbINOJHEHME CBOMX QYHKLIMOHANbHbBIX 0BA3aHHOCTEN.



